#& Digital Citizenship Year 1-13 Progression
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Common Sense Digital Citizenship Progression for Wales

This document outlines a mapping of Common Sense Education's Digital Citizenship Lessons on hwb by topic, year and term. Themes from Common Sense's
Digital Citizenship topics are mapped to the Welsh Curriculum and are available on Hwb, for free, in English and Welsh.

Digital Citizenship Lessons: EYFS-Y6 (age 3-11) Progression

Media Balance and Well-Being

Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6
Common Sense Media Balance Pause for How Device-Free Your Rings of My Media Finding My
Education Is Important People Technology Moments Responsibility Choices Media Balance
2125 mins (=130 mins Makes 40 mins (=]45 mins 2145 mins (=145 mins
You Feel
Autumn 1 .
(2130 mins

Cyberbullying, Digital Drama & Hate Speech

Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6
Common Sense Pause and think = Media Balance Pause for PuttingaSTOP  The Power of Be a Super Is It
A ) Education Online Is Important People to Online Words Digital Citizen Cyberbullying?
utumn
(2125 mins (=] 25 mins (2130 mins gllse;?gsess (=145 mins 2145 mins (=145 mins
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https://hwb.gov.wales/playlists/view/d1e004dd-12ab-4998-a664-3a4d6d2b2048/en/2?options=sBgONWbGa5R%252FgJKdhTk9aAAqQWEBCxe0qriL2tPm1jZW5EXBSbHjUBVWUFc2pOkwbNKtKZytD0tyI6DTCSkT6w%253D%253D
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/3
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/3
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/4?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQ13RaeGmjPqfl2veJMCCJccWkrGUKZkKffiKJi27e0puqDeFGHctJbejiML7aFVs4dN%252FRHIOtXplV5YzceXOfkdHePGrwoiaMrz8YalIZFlZ%252Bqev9A5CGagcIMRNWA3ODING96x3gyXLKAeFeMsqAZw%253D%253D
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/4?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQ13RaeGmjPqfl2veJMCCJccWkrGUKZkKffiKJi27e0puqDeFGHctJbejiML7aFVs4dN%252FRHIOtXplV5YzceXOfkdHePGrwoiaMrz8YalIZFlZ%252Bqev9A5CGagcIMRNWA3ODING96x3gyXLKAeFeMsqAZw%253D%253D
https://hwb.gov.wales/playlists/view/dc899cc1-204f-44f5-990d-6274122022c8/en/4?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQc8BTy2W3MURPGX8xyJpBCudl0O2e61rLjvLBTNLhVY8BKYKoNMNB8KFpAkai%252FB9Mlhu2p7Llkps7nCtbBVvfkg%253D%253D
https://hwb.gov.wales/playlists/view/dc899cc1-204f-44f5-990d-6274122022c8/en/4?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQc8BTy2W3MURPGX8xyJpBCudl0O2e61rLjvLBTNLhVY8BKYKoNMNB8KFpAkai%252FB9Mlhu2p7Llkps7nCtbBVvfkg%253D%253D
https://hwb.gov.wales/playlists/view/dc899cc1-204f-44f5-990d-6274122022c8/en/4?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQc8BTy2W3MURPGX8xyJpBCudl0O2e61rLjvLBTNLhVY8BKYKoNMNB8KFpAkai%252FB9Mlhu2p7Llkps7nCtbBVvfkg%253D%253D
https://hwb.gov.wales/playlists/view/dc899cc1-204f-44f5-990d-6274122022c8/en/4?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQc8BTy2W3MURPGX8xyJpBCudl0O2e61rLjvLBTNLhVY8BKYKoNMNB8KFpAkai%252FB9Mlhu2p7Llkps7nCtbBVvfkg%253D%253D
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/4?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/4?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/repository/resource/ca583d3e-3439-430f-95c8-f4b578e5274d/overview
https://hwb.gov.wales/repository/resource/ca583d3e-3439-430f-95c8-f4b578e5274d/overview
https://hwb.gov.wales/repository/resource/61148d13-a672-4215-be78-74ff057a91c5/overview
https://hwb.gov.wales/repository/resource/61148d13-a672-4215-be78-74ff057a91c5/overview
https://hwb.gov.wales/repository/resource/3ec6e7a6-57ea-457f-afa5-a671029138ee/overview
https://hwb.gov.wales/repository/resource/3ec6e7a6-57ea-457f-afa5-a671029138ee/overview
https://hwb.gov.wales/playlists/view/dc899cc1-204f-44f5-990d-6274122022c8/en/3
https://hwb.gov.wales/playlists/view/dc899cc1-204f-44f5-990d-6274122022c8/en/3
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/3
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/3
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/4?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQ13RaeGmjPqfl2veJMCCJccWkrGUKZkKffiKJi27e0puqDeFGHctJbejiML7aFVs4dN%252FRHIOtXplV5YzceXOfkdHePGrwoiaMrz8YalIZFlZ%252Bqev9A5CGagcIMRNWA3ODING96x3gyXLKAeFeMsqAZw%253D%253D
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/4?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQ13RaeGmjPqfl2veJMCCJccWkrGUKZkKffiKJi27e0puqDeFGHctJbejiML7aFVs4dN%252FRHIOtXplV5YzceXOfkdHePGrwoiaMrz8YalIZFlZ%252Bqev9A5CGagcIMRNWA3ODING96x3gyXLKAeFeMsqAZw%253D%253D
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/8?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/8?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/8?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/repository/resource/b1cf4f51-8879-4b05-87e4-579e615690ad/en
https://hwb.gov.wales/repository/resource/b1cf4f51-8879-4b05-87e4-579e615690ad/en
https://hwb.gov.wales/repository/resource/08e99dc5-3bd0-4768-9fc5-4fd08c1f6944/overview
https://hwb.gov.wales/repository/resource/08e99dc5-3bd0-4768-9fc5-4fd08c1f6944/overview
https://hwb.gov.wales/repository/resource/f7b63d86-2f81-4b76-ac24-8a33da92f2b5/overview
https://hwb.gov.wales/repository/resource/f7b63d86-2f81-4b76-ac24-8a33da92f2b5/overview

Relationships & Communication

Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6
Common Sense Repeat lessons Pause and think = Repeat lessons Wholsin Our Digital Keeping Games = Digital
Education from Autumn Online from Autumn Your Online Citizenship Fun and Friendships
term if desired, or 5125 mi term if desired,or =~ Community? Pledge Friendly 45 mins
mins . ;
explore the Safer explore the Safer ~ 30 mins 45 mins (245 mins
Internet Day Internet Day
Spring 1 Resources Resources

UK Supporting Safer Internet Day -- Reliability Online: Safer Internet Day Resources for = Safer Internet Day -- Reliability Online: Safer Internet Day resources for

resource for 3-7 year olds 7-11year olds
Safer Internet
Day
News and Media Literacy
Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6
Common Sense Repeat lessons Repeat lessons Repeat lessons We the Is Seeing A Creator's Reading
Education from Autumn from Autumn from Autumn Digital Citizens = Believing? Rights and News Online
' termif desired, or  termif desired, or = termif desired, or =120 mins 45 mins Resp9n5|blllt|es =45 mins
Spring 2 explore the explore the explore the 45 mins
additional lessons  additional lessons  additional lessons Diital Trail
from Hwb, below  from Hwb, below = from Hwb, below Igital fratls
2140 mins
Privacy & Security
Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6
Common Sense Colouring Book = Safetyin My Internet Traffic ~ That's Private! Password Private and You Won't
Education Online Light 30 mins Power-Up Personal Believe This!
Neighbourhood . 45 mins Information 45 mins
2130 mins
Summer 1 230 mins 2145 mins
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https://hwb.gov.wales/playlists/view/dc899cc1-204f-44f5-990d-6274122022c8/en/3
https://hwb.gov.wales/playlists/view/dc899cc1-204f-44f5-990d-6274122022c8/en/3
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/7?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/7?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/7?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/repository/resource/7c4ffc1f-3a3c-49c3-849c-14da2fe48df2/en
https://hwb.gov.wales/repository/resource/7c4ffc1f-3a3c-49c3-849c-14da2fe48df2/en
https://hwb.gov.wales/repository/resource/7c4ffc1f-3a3c-49c3-849c-14da2fe48df2/en
https://hwb.gov.wales/repository/resource/f13a3031-9d50-46c1-b551-00d0e28d3352/overview
https://hwb.gov.wales/repository/resource/f13a3031-9d50-46c1-b551-00d0e28d3352/overview
https://hwb.gov.wales/repository/resource/f13a3031-9d50-46c1-b551-00d0e28d3352/overview
https://hwb.gov.wales/repository/resource/cfdc6279-117d-4913-ad06-640b8548cfb3/overview
https://hwb.gov.wales/repository/resource/cfdc6279-117d-4913-ad06-640b8548cfb3/overview
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/3?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/3?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/6?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/repository/resource/c60976e5-5f4d-4c2e-8fa8-2c9a30147f9a/overview
https://hwb.gov.wales/repository/resource/c60976e5-5f4d-4c2e-8fa8-2c9a30147f9a/overview
https://hwb.gov.wales/repository/resource/aa7c5aa0-29db-47c2-a361-b80d530ff0de/overview
https://hwb.gov.wales/repository/resource/aa7c5aa0-29db-47c2-a361-b80d530ff0de/overview
https://hwb.gov.wales/repository/resource/aa7c5aa0-29db-47c2-a361-b80d530ff0de/overview
https://hwb.gov.wales/repository/resource/0be357c2-d015-482f-bf9c-8cd887ab952c/overview
https://hwb.gov.wales/repository/resource/0be357c2-d015-482f-bf9c-8cd887ab952c/overview
https://www.commonsense.org/sites/default/files/pdf/2019-08/the-digital-citizens-coloring-book_0.pdf
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/5
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/5
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/5
https://hwb.gov.wales/playlists/view/dc899cc1-204f-44f5-990d-6274122022c8/en/5
https://hwb.gov.wales/playlists/view/dc899cc1-204f-44f5-990d-6274122022c8/en/5
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/5?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/repository/resource/cc184cbc-d676-4441-b508-6263af41c586/overview
https://hwb.gov.wales/repository/resource/cc184cbc-d676-4441-b508-6263af41c586/overview
https://hwb.gov.wales/repository/resource/44523dad-ac23-4b3e-b0b1-9402e7bc9c23/overview
https://hwb.gov.wales/repository/resource/44523dad-ac23-4b3e-b0b1-9402e7bc9c23/overview
https://hwb.gov.wales/repository/resource/44523dad-ac23-4b3e-b0b1-9402e7bc9c23/overview
https://hwb.gov.wales/repository/resource/69da7acb-d3d2-42a5-bde3-74e1754ee382/overview
https://hwb.gov.wales/repository/resource/69da7acb-d3d2-42a5-bde3-74e1754ee382/overview

Digital Footprint & Identity

Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6
Common Sense Repeat lessons Repeat lessons Repeat lessons We the This Is Me Our Beyond Gender
Education from Autumn from Autumn from Autumn Digital Citizens = 45 mins Online Tracks Stereotypes
term if desired, or  termif desired,or = termif desired, or . 45 mins 45 mins
2] 20 mins
Summer 2 explore the explore the explore the

additional lessons  additional lessons  additional lessons

from Hwb, below  from Hwb, below  from Hwb, below Digital Trails

=140 mins

HWB Additional Resources

Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

All Year Lessons 1-6 Lessons 1-3 Lessons 1-6

Year 1-6 Welsh Curriculum Standards Alignment

Citizenship Identity, Image and Reputation:
e | can distinguish between someone | know and someone | have never met. | can recognise that actions have consequences and | can identify
simple rules and strategies to keep myself safe online.
| can identify the differences between private and personal information and know when to disclose it.
| can recognise that actions have consequences and | can identify simple rules and strategies to keep myself safe online.
| can understand that providing information leaves a digital footprint.
| can identify and use strategies for protecting personal data and hardware, e.g. using secure passwords.
| can show an awareness of simple rules for sharing images and data.

e | can think critically about information shared online, e.g. the impact of sharing images and videos, metadata of images and videos.
Health and Wellbeing:
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https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/3
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/3
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/6?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQvwOVQPo%252Bnww65y6VKvGAhSgrv0SYIMgocwQfWnrCjg99Mh7dPKGBgtwxDdenV2PM%252BAAhZ5ravggo4pa%252Fmf137lT8sDumooyHszzb6aTvejzIIyT3%252F9lpONxfMOEUa2x8tuOq2ViBx%252BSiBQlNqFMNFQ%253D%253D
https://hwb.gov.wales/repository/resource/7f65a46d-d6b9-44a7-9355-3a9ccb026e2e/overview
https://hwb.gov.wales/repository/resource/6389841a-1246-4804-b7e4-fbf917678672/overview
https://hwb.gov.wales/repository/resource/6389841a-1246-4804-b7e4-fbf917678672/overview
https://hwb.gov.wales/repository/resource/8e1f87a0-5584-42a7-9b88-b419677a6ca2/en
https://hwb.gov.wales/repository/resource/8e1f87a0-5584-42a7-9b88-b419677a6ca2/en
https://hwb.gov.wales/playlists/view/3ae43935-4f8b-4c33-9746-1e50fc4b333a/en/6?options=CNIQ39k7rbEp4zsz8OdGxip83XDxyAM%252BxyuNqUgoOrvEtxGXwma9Q0UtNK7LrNnQ13RaeGmjPqfl2veJMCCJccWkrGUKZkKffiKJi27e0puqDeFGHctJbejiML7aFVs4dN%252FRHIOtXplV5YzceXOfkdHePGrwoiaMrz8YalIZFlZ%252Bqev9A5CGagcIMRNWA3ODING96x3gyXLKAeFeMsqAZw%253D%253D
https://hwb.gov.wales/playlists/view/dc899cc1-204f-44f5-990d-6274122022c8/en/6
https://hwb.gov.wales/playlists/view/300fc138-b1e2-4f07-9254-f474a1737778/en/10

| can make a choice when using digital media

| can identify and explain the advantages and disadvantages of digital media and devices, e.g. well-being effects of screen time.

| can identify marketing elements designed to draw my attention.

| can identify the wider positive and negative influences of technology, e.g. on my life, on society, on the environment.

| can understand the importance of balancing game and screen time with other parts of my life, e.g. explore the reasons why | might be tempted to
spend more time playing games or find it difficult to stop playing and the effect this has on my well-being.

Online Behaviour and Online Bullying

| am beginning to become aware of the feelings of others.

| can communicate some of my feelings.

| can use digital technology to communicate and connect with others locally and globally.

| can identify different forms of bullying, including online bullying, and suggest strategies for dealing with it, e.g. follow the same rules when
communicating face to face and online.

| can compose clear and appropriate messages in online communities and interact appropriately. | can use digital technology to communicate and
connect with others locally and globally.

| can demonstrate appropriate online behaviour and apply a range of strategies to protect myself and others from possible online dangers, bullying
and inappropriate behaviour, e.g. turn off comments on digital media, reporting, block users.

| can identify stereotypes and their impact in a range of media.

Health and Developing physical health and wellbeing has lifelong benefits

Wellbeing °
AoLE

I am beginning to recognise some of the behaviours, conditions and situations that affect my physical health and well-being and | am beginning to know
how to respond and get help.

How we process and respond to our experiences affects our mental health and wellbeing

| have an awareness of the feelings of others

| have an understanding that things can be safe or unsafe.

| can notice and communicate how | am feeling.

| am beginning to have an awareness of how feelings are communicated through actions

| can reflect on my experiences.

| can pay attention to the feelings of others and | am learning to think about why they may feel that way.

| can empathise with others.

| can ask for help when | need it from people | trust.

| can empathise with others and understand the value of demonstrating this through actions which are compassionate and kind.

Our decision making impacts on the quality of our lives and the lives of others

| can recognise and follow rules and norms in the groups and situations in which | take part. | can show care and respect for others
| have an understanding that things can be safe or unsafe.

| can make decisions based on what | know.

| can identify and assess risks, and | can take steps to reduce them.

| can recognise that my decisions can impact on me and others, both now and in the future.

| can research, examine and evaluate a range of evidence to make considered and informed decisions.
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e | can make considered decisions, taking into account available information, including past experiences.

e | can set appropriate goals.
How we engage with social influences shapes who we are and affects our health and wellbeing

e | can show care and respect for others.

e | can recognise and follow the rules and norms of different groups and situations in which | take part.

e | have developed an understanding that my values, attitudes and identity are shaped by different groups and influences.
Healthy relationships are fundamental to our wellbeing

e | can respect the rights of others and | understand how these impact on myself and others.

e | can interact pro-socially in different groups and situations.

e | can reflect on the characteristics of safe relationships and | can seek support when needed.

e | can consider the role of safety in relationships and | can identify where my safety or the safety of others is threatened and | know how to respond

to this.
Hudn1sa|:1|t|es Enquiry, exploration and investigation inspire curiosity about the world
and TCIer;lce e | can understand the difference between facts, opinions and beliefs, and consider how this may affect the importance and usefulness of evidence.
and Teac
AoLE’s

Developed by Common Sense Media (UK) with Islington Schools, with thanks to Pip Bhol and Katy Potts.
For more information contact Jenna Khanna jkhanna@commonsense.org

Digital Citizenship Lessons: Year 7-13 (age 11-18) Progression

Media Balance and Well-Being

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13
Common Sense Finding Balancein = My Media Use: A Digital Mediaand = My Digital Life Is Social Media and Can MediaBe The Health Effects
Education aDigital World Personal Your Brain Like... How Addictive? of Screen Time
(5150 mins Challenge (545 mins 45 mins You Feel 60 mins 45 mins
55 mins 50 mins
Autumn 1 . .
Digital Digital Well Being = Digital Well Being

Digital Well Being Lessons - Positive | Lessons - Digital Digital Well Being

Lessons - My . Media and Your Lessons - Thinking
Values My Tech Tech Habits Brain Traps

Connections -
Digital Habits

Cyberbullying, Digital Drama & Online Hate Speech

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13
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https://hwb.gov.wales/repository/resource/3e1a3ce8-0e92-48b7-91af-d26c6eb9e920/en
https://hwb.gov.wales/repository/resource/3e1a3ce8-0e92-48b7-91af-d26c6eb9e920/en
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://hwb.gov.wales/repository/resource/dfaaad3a-1ad8-4adc-aa27-b1c70861bd8b/en
https://hwb.gov.wales/repository/resource/dfaaad3a-1ad8-4adc-aa27-b1c70861bd8b/en
https://hwb.gov.wales/repository/resource/dfaaad3a-1ad8-4adc-aa27-b1c70861bd8b/en
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://hwb.gov.wales/repository/resource/7f14035c-b68b-4bae-9b0d-1281a63c8c4d/overview
https://hwb.gov.wales/repository/resource/7f14035c-b68b-4bae-9b0d-1281a63c8c4d/overview
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://hwb.gov.wales/repository/resource/a7f399e5-ad3a-4f34-b627-47ad8aed0635/overview
https://hwb.gov.wales/repository/resource/a7f399e5-ad3a-4f34-b627-47ad8aed0635/overview
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://hwb.gov.wales/repository/resource/b5800d6a-afa5-4894-86af-ed9879cdd0f8/overview
https://hwb.gov.wales/repository/resource/b5800d6a-afa5-4894-86af-ed9879cdd0f8/overview
https://hwb.gov.wales/repository/resource/b5800d6a-afa5-4894-86af-ed9879cdd0f8/overview
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://hwb.gov.wales/repository/resource/1b14edc3-8510-4b82-95f5-e2989e4b8501/en
https://hwb.gov.wales/repository/resource/1b14edc3-8510-4b82-95f5-e2989e4b8501/en
https://hwb.gov.wales/repository/resource/0c85a07e-ce72-468c-910f-29320b601c2d/en
https://hwb.gov.wales/repository/resource/0c85a07e-ce72-468c-910f-29320b601c2d/en

Autumn 2 Common Sense Digital Drama Upstanders and Responding What You Send CounteringHate  Online Disinhibition The Consequences

Education Unplugged Allies: Taking to Online in"That Speech Online and Cyberbullying  of Online
. Action Against Hate Speech Moment . . Hate Speech
(245 mins Cyberbullying 45 mins When..." (2150 mins (2145 mins 50 mins
45 mins 45 mins

Relationships & Communication

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13
Common Sense Chatting Safely My Social Media Sexting and Chattingand Red  Rewarding Connecting with We Are Civil
Education Online Life Relationships Flags Relationships Digital Audiences =~ Communicators

(545 mins (545 mins 155 mins 45 mins 45 mins 50 mins

Spring 1 =155 mins

News and Media Literacy

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13
Common Sense Finding Credible Copyright and This Just In! Hoaxes Challenging Clicks for Cash Filter Bubble
Education News Fair Dealing and Fakes Confirmation Bias Trouble
Spring 2 45 mins 2] 45 mins
45 mins 50 mins 50 mins 45 mins 50 mins

Privacy & Security

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13
Common Sense Don't Feed Big, Big Data Being Aware of The Big Data Risk Check for How YounglIsToo  Debating the
Education the Phish 45 mins What Dilemma New Tech Young for Social Privacy Line
Summer 1 45 mins You Share 50 mins . Media? 55 mins
R 2150 mins
50 mins .
2145 mins
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https://hwb.gov.wales/repository/resource/a84f2633-ec4d-4d83-8a41-85713b6cddb9/en
https://hwb.gov.wales/repository/resource/a84f2633-ec4d-4d83-8a41-85713b6cddb9/en
https://hwb.gov.wales/repository/resource/ceec0fa7-b798-47d6-8ab5-a2c956756c15/en
https://hwb.gov.wales/repository/resource/ceec0fa7-b798-47d6-8ab5-a2c956756c15/en
https://hwb.gov.wales/repository/resource/ceec0fa7-b798-47d6-8ab5-a2c956756c15/en
https://hwb.gov.wales/repository/resource/ceec0fa7-b798-47d6-8ab5-a2c956756c15/en
https://hwb.gov.wales/repository/resource/a39cbab2-fead-462d-87ce-2c04aed07687
https://hwb.gov.wales/repository/resource/a39cbab2-fead-462d-87ce-2c04aed07687
https://hwb.gov.wales/repository/resource/a39cbab2-fead-462d-87ce-2c04aed07687
https://hwb.gov.wales/repository/resource/90466031-8b53-4c62-9078-0fb5bbaa03c4/en
https://hwb.gov.wales/repository/resource/90466031-8b53-4c62-9078-0fb5bbaa03c4/en
https://hwb.gov.wales/repository/resource/90466031-8b53-4c62-9078-0fb5bbaa03c4/en
https://hwb.gov.wales/repository/resource/90466031-8b53-4c62-9078-0fb5bbaa03c4/en
https://hwb.gov.wales/repository/resource/3ab957ae-c0ac-4c62-bbd5-afca895f1790
https://hwb.gov.wales/repository/resource/3ab957ae-c0ac-4c62-bbd5-afca895f1790
https://hwb.gov.wales/repository/resource/97874ba2-aa03-41fc-828e-c6b8468731bb/en
https://hwb.gov.wales/repository/resource/97874ba2-aa03-41fc-828e-c6b8468731bb/en
https://hwb.gov.wales/repository/resource/b1784d7a-1859-45c2-a178-d60f9c98ed8e/overview
https://hwb.gov.wales/repository/resource/b1784d7a-1859-45c2-a178-d60f9c98ed8e/overview
https://hwb.gov.wales/repository/resource/b1784d7a-1859-45c2-a178-d60f9c98ed8e/overview
https://hwb.gov.wales/repository/resource/2e9d0f09-04d4-4c98-8f78-151afac38852/en
https://hwb.gov.wales/repository/resource/2e9d0f09-04d4-4c98-8f78-151afac38852/en
https://hwb.gov.wales/repository/resource/2059be8c-e864-46e7-bde7-4cfbd57828e7/en
https://hwb.gov.wales/repository/resource/2059be8c-e864-46e7-bde7-4cfbd57828e7/en
https://hwb.gov.wales/repository/resource/79497c69-4fa4-4155-983b-4e6207e00635/overview
https://hwb.gov.wales/repository/resource/79497c69-4fa4-4155-983b-4e6207e00635/overview
https://hwb.gov.wales/repository/resource/f2a82541-176b-44db-b881-8eaa590037bd/overview
https://hwb.gov.wales/repository/resource/f2a82541-176b-44db-b881-8eaa590037bd/overview
https://hwb.gov.wales/repository/resource/c4c2fb3d-e7b4-4328-bee5-ef2c2b023f9b/overview
https://hwb.gov.wales/repository/resource/c4c2fb3d-e7b4-4328-bee5-ef2c2b023f9b/overview
https://hwb.gov.wales/repository/resource/2ba29290-ef2d-4bc7-b3b4-2724f0a57258
https://hwb.gov.wales/repository/resource/2ba29290-ef2d-4bc7-b3b4-2724f0a57258
https://hwb.gov.wales/repository/resource/9ffd7071-cbc5-4cdf-af7a-ae7c02ccfa4e
https://hwb.gov.wales/repository/resource/9ffd7071-cbc5-4cdf-af7a-ae7c02ccfa4e
https://hwb.gov.wales/repository/resource/97019824-450c-4f1e-91f2-df7fe82d3677/overview
https://hwb.gov.wales/repository/resource/97019824-450c-4f1e-91f2-df7fe82d3677/overview
https://hwb.gov.wales/repository/resource/1d5d5de6-70ee-40e7-9568-1634303b9e35/overview
https://hwb.gov.wales/repository/resource/1d5d5de6-70ee-40e7-9568-1634303b9e35/overview
https://hwb.gov.wales/repository/resource/fc2d4cd6-54a5-4d62-884d-6ea9da1c7c95/overview
https://hwb.gov.wales/repository/resource/1be99917-50a8-4d16-8513-79f6776d7834/overview
https://hwb.gov.wales/repository/resource/1be99917-50a8-4d16-8513-79f6776d7834/overview
https://hwb.gov.wales/repository/resource/dbae17cb-9706-42c8-8a94-1ec12409c09f/overview
https://hwb.gov.wales/repository/resource/dbae17cb-9706-42c8-8a94-1ec12409c09f/overview
https://hwb.gov.wales/repository/resource/52947d69-6843-4346-865c-69d622cf959e/en
https://hwb.gov.wales/repository/resource/afda897b-9ae1-4ac7-8213-589856920c65
https://hwb.gov.wales/repository/resource/afda897b-9ae1-4ac7-8213-589856920c65
https://hwb.gov.wales/repository/resource/0930234d-89b0-4218-b3a5-fdf121f543e1/en
https://hwb.gov.wales/repository/resource/0930234d-89b0-4218-b3a5-fdf121f543e1/en
https://hwb.gov.wales/repository/resource/d59500b1-dd87-4127-8910-9dc0941df154
https://hwb.gov.wales/repository/resource/d309b80b-dbc2-410d-b16d-75a93ad877f8/en
https://hwb.gov.wales/repository/resource/d309b80b-dbc2-410d-b16d-75a93ad877f8/en
https://hwb.gov.wales/repository/resource/d309b80b-dbc2-410d-b16d-75a93ad877f8/en
https://hwb.gov.wales/repository/resource/f9f66247-de03-48d8-81e0-b337b004f95b/overview
https://hwb.gov.wales/repository/resource/f9f66247-de03-48d8-81e0-b337b004f95b/overview
https://hwb.gov.wales/repository/resource/d2f43d51-7086-40de-8a73-d6add3ef4f72/en
https://hwb.gov.wales/repository/resource/d2f43d51-7086-40de-8a73-d6add3ef4f72/en
https://hwb.gov.wales/repository/resource/e7c4fcb1-716e-4e17-8381-f4d86a0870e9/overview
https://hwb.gov.wales/repository/resource/e7c4fcb1-716e-4e17-8381-f4d86a0870e9/overview
https://hwb.gov.wales/repository/resource/e7c4fcb1-716e-4e17-8381-f4d86a0870e9/overview
https://hwb.gov.wales/repository/resource/1f5f8195-dfea-4127-bbac-7b2a9200b6e3/en
https://hwb.gov.wales/repository/resource/1f5f8195-dfea-4127-bbac-7b2a9200b6e3/en

Digital Footprint & Identity

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13
Common Sense Who Are The Power Social Media and Protecting Online = Curated Lives Who's Lookingat  The Change You
Education You Online? of Digital Digital Footprints: = Reputations . Your Digital Want
. . 2150 mins X
=45 mins Footprints Our 50 mins Footprint? to See
Summer 2 (5145 mins Responsibilities 50 mins 50 mins
2150 mins

Year 7-13 Welsh Curriculum Standards Alignment

Citizenship Identity, image and reputation
e | can reflect on the role of digital media in my life and habits.
I can understand how to protect myself from online identity theft, e.g. identifying secure sites, phishing, scam websites.
I can discuss the benefits and risks of presenting myself in different ways online.
| can think critically about information shared online, e.g. the impact of sharing images and videos, metadata of images and videos.
| can understand that | have a digital footprint and that this information can be searched, copied and passed on.
I can make informed choices while making online choices, including making in-app purchases and clicking on adverts.
| can recognise the risks and the uses of data/services on personal devices, within the terms and conditions of a range of software
and web services, and identify how organisations become data compliant when using multi-national products.
e | can build a positive reputation in the context of employment prospects, e.g. use social media responsibly.
Health and well-being
e | can demonstrate healthy online behaviours and identify unacceptable behaviour.
| can reflect on the role of digital media in my life and habits.
I can make informed choices while making online choices, including making in-app purchases and clicking on adverts.
| can identify ways of reporting unacceptable online behaviour.
| can take reasonable steps to avoid health problems caused by the use of technology and suggest strategies to prevent or reduce
the problems, both physical and psychological.
Digital rights, licensing and ownership
e | can understand copyright and can explain the legal and ethical dimensions of respecting creative work, e.g. exploring the ethical
and legal ramifications of piracy and plagiarism and know that they are irresponsible and disrespectful,and | can apply my
understanding of the rules and regulations to different scenarios.
e | can act responsibly as creator and user of creative work, e.g. exploring decisions that creators make when exercising their
creative rights and responsibilities, giving consideration to ethical, real-life issues.
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https://hwb.gov.wales/repository/resource/3a3fc9c6-2464-4b63-b532-41fd32fef3f7/en
https://hwb.gov.wales/repository/resource/3a3fc9c6-2464-4b63-b532-41fd32fef3f7/en
https://hwb.gov.wales/repository/resource/01f22657-9b81-4f15-a19d-c45163f0fdb4/overview
https://hwb.gov.wales/repository/resource/01f22657-9b81-4f15-a19d-c45163f0fdb4/overview
https://hwb.gov.wales/repository/resource/01f22657-9b81-4f15-a19d-c45163f0fdb4/overview
https://hwb.gov.wales/repository/resource/086e6080-f7de-46d5-91d6-34217b729d50/en
https://hwb.gov.wales/repository/resource/086e6080-f7de-46d5-91d6-34217b729d50/en
https://hwb.gov.wales/repository/resource/086e6080-f7de-46d5-91d6-34217b729d50/en
https://hwb.gov.wales/repository/resource/086e6080-f7de-46d5-91d6-34217b729d50/en
https://hwb.gov.wales/repository/resource/1ebbf3dc-b5dc-4447-9c3e-835742999122/overview
https://hwb.gov.wales/repository/resource/1ebbf3dc-b5dc-4447-9c3e-835742999122/overview
https://hwb.gov.wales/repository/resource/d9cbc632-63cf-4646-bb01-5d1483c28f54
https://hwb.gov.wales/repository/resource/c59bc428-3348-4de8-9a4f-85bc1cc591ee/en
https://hwb.gov.wales/repository/resource/c59bc428-3348-4de8-9a4f-85bc1cc591ee/en
https://hwb.gov.wales/repository/resource/c59bc428-3348-4de8-9a4f-85bc1cc591ee/en
https://hwb.gov.wales/repository/resource/fabfa5a3-efa8-4fd3-86e4-c200f8b920bc/overview
https://hwb.gov.wales/repository/resource/fabfa5a3-efa8-4fd3-86e4-c200f8b920bc/overview
https://hwb.gov.wales/repository/resource/fabfa5a3-efa8-4fd3-86e4-c200f8b920bc/overview

Producing;

Health and Wellbeing
AoLE

(& common sense education*

Online behaviour and online bullying
e | can act appropriately online, keeping myself safe and behaving in a responsible manner
e | can understand the implications of online actions, including my digital footprint and the legal implications of sharing inappropriate

material.

e | can understand that photographs, locations and tags can be tracked and can make informed decisions accordingly.

| can understand the risks and legal consequences of sending intimate images and content/sexting.

e | can recognise language that could be deemed to be offensive (including racist, sexist, homophobic and transphobic language) in
online activities.

e | can apply appropriate strategies to protect the rights, identity, privacy and emotional safety of both myself and others in online
communities.

e | can continuously evaluate online behaviour, taking into consideration the consequences of actions; take action to minimise risk to
safety and security; consider global and cultural perspectives and adapt behaviour accordingly.

Sourcing, searching and planning digital content
e | can search efficiently for information for my digital work and evaluate the reliability of sources of information, justifying opinions
and reasons for choices, and | can reference work using appropriate methods.

Developing physical health and wellbeing has lifelong benefits
e | can explain the behaviours, conditions and situations that affect my physical health and well-being and, through my actions, | can
respond to and/or manage these in order to actively reduce the risk of harm to myself and to others.
How we process and respond to our experiences affects our mental health and wellbeing
| can identify different strategies to self-regulate my emotions in response to a range of experiences.
| can empathise with others and understand the value of demonstrating this through actions which are compassionate and kind.
I can independently focus attention on my perceptions, thoughts and feelings in order to further develop my self-awareness.
| can use my self-awareness to appreciate the complexity of my emotions and apply strategies to self-regulate them in a healthy
way and to connect with others.
Our decision making impacts on the quality of our lives and the lives of others
| can set appropriate goals and plan a course of action to achieve them.
| can anticipate, assess and manage risks.
| can research, examine and evaluate a range of evidence to make considered and informed decisions.
| can consider relevant factors and implications when making decisions individually and collectively.
| can critically evaluate factors and implications, including risks, when making decisions individually and collectively.
How we engage with social influences shapes who we are and affects our health and wellbeing
e | can interact pro-socially in different groups and situations, adapting my behaviours accordingly.
e | can recognise and understand how people’s values, attitudes and identity are shaped by different groups and influences.
Healthy relationships are fundamental to our wellbeing
e | can form and maintain healthy relationships with a wider circle of people.
e | can consider the role of safety in relationships and | can identify where my safety or the safety of others is threatened and | know
how to respond to this.
e | can respect other people’s points of view and use this to help resolve conflict.
| can exercise my own rights and respect those of others, and | can recognise that rights can be infringed.
e | can take steps to avoid conflict and to remove myself from unsafe relationships.



e | can draw on support systems for myself and others when needed.
e | can communicate my needs and feelings, and respect those of others.
e | can advocate the rights of myself and others.

Humanities and Science Enquiry, exploration and investigation inspire curiosity about the world
and Tech AoLE’s e | can analyse the usefulness and consider the reliability and validity of a range of evidence relating to my enquiry.

Events and human experiences are complex, and are perceived, interpreted and represented in different ways

e | can infer and evaluate opinions, viewpoints and interpretations from a range of sources and evidence in order to develop my own

informed judgements.
| can appreciate a variety of perspectives on the world, recognise the limitations of my own perspective and have begun to
challenge my values and opinions.
Computation is the foundation for our digital world
| can explain the importance of securing the technology | use and protecting the integrity of my data.
| can explain how my data is used by services, which can help me make more informed decisions when using technology.
| can identify positive and negative design elements that affect user interactions.

Developed by Common Sense Media (UK) with Islington Schools, with thanks to Pip Bhol and Katy Potts. Thanks also to Kate Rothwell of the Digital Resilience in
education team at the Welsh Government for her support in mapping the curriculum standards for Wales.
For more information contact Jenna Khanna jkhanna@commonsense.org
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